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Safety-critical system?| 2|0l = &

« Safety-critical system should be certificated before used
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«Functional safety standard — safety requirements €&2 ¢/t &4
2
«Safety assessment Xt 2 AtE
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10CFR 50.55ahj (Safety sys criteria) 10 CFR 50 App. A (GDCs} 10 CFR 50 App. B (QAI | IAEANS-R-1 —> E
[EEE 603 (Safety sys) ANSHIEEE 7-4.3 2-2003
RG 1153 RG 1152-2006 Codes (General req)
Standard Review Plan — NUREG-0800 (Ch. 7 & BTP-14)
[P Planning  Req spec DesignCoding V&Y Instaliation e (Safety S/W)
1.RG1280QA | RG1i69 RG1172 e — IEC 62138-2004
RG1173 (P (Realzpec RG 1170(Test docum) Category BC S/
Development RG 2.171(Unt test Regulatory [Ece1226 |
1gg:ﬂcn Guide [ IEC 62566 ].-
IEC 62645
1074-2006 730-2002 830-1993  1016-1998 1008-1987 12191998 ~ 982182-1988 [ Ecesss | 1
Efe cycle (QA plan) Req.spec)  (Design Spec Unit test (Maintenance;  (SW Measures *
rocess) 1058-1998
829-1998
1042-1987  (Manag plan) . 2044-1993 } KS
L — Test docum, Pt land - ] oo |
Safety plan) o 577-1976
wéj 'fég‘g 828-2005 EY Rehab/\lity ; nal ) K E PIC
(Qual -
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1540-2001 - (Appiication
Risk Guide Inctustrial
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(QA plan guideline: (Design spec. gl V&V guideline) Reliability anal
" MUREG/CR-6463 EPRI NP-5652 EPRI TR-106439-1928
NUREG/CR-6101 NUREG/CR-6430 NUREG/CR-g421 (COTS Guideline)  (Digital COTS evaluation) Guidance
.
! Hazard and risk y
Table E.10 — Functional safety assessment (see clause 8 of IEC 61508-3) analysis (Extornal riskc
| facilities
Technique/measure Ref SiL2 Interpretation in this application '
N Checkiists B25 R |Used n Overall safety I
2%, Decision/truth tables c6.1 R Used to a limited degree 1 ]
3 \Soﬁware complexity metrics C514 R Not used for limited variability programming an gﬂ.‘..m‘gsiom..g fom-t
4 ilure analysis Table B.4 R Cause-conseguence diagrams at system level,
but otherwise, failure analysis is not used for Overalheatery Back to appropriate
. - - - . idati i
limited variability programming “'{' - R Al i
5 Commap cause failure analysis of C.6.3 R Not used for limited variability programming —
A — PP  Overall operation’ Overall modification
diverse sgftware (if diverse software is maintenance and mM and retrofit
actually used)
6 Reliability block diagram C.6.5 R |Not used for limited variability programming 16| e oo
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Safety-critical system?2| 2| 24 - FMEA
« FMEA is an one of the most used techniques in safety system traditionally
— System/software2| function, item, component 2| IFEEE £H 1 I 24

— Of2l 2| worksheet2 0| &

— Component 9| single failure =40] £0|
— 2M B failure mode A%H0| &8 : failure mode 2 5E| effectE SM5t= 7|8#H0|7] Ij2
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Failure Mode and Effects Analysis
System: | 1) Subsystem: | 2 ) Mode/Phase: | 2 )
Failure | Failure | Causal | Immediate System | Method of | Current T o Recomm
Item Mode Rate | Factors Effect Effect Detection | Controls Hazard | Risk Action
e A = a o oy i PP g A
4 {5 6 7 8 ey {107 {11 {12 13) 147
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FMEA worksheet

Clifton A. Ericson, “Hazard Analysis Techniques for System Safety”, John Wiley & Sons, 2005
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FMEA+= cause (failure mode)E HH result (effect) S 245t= 7| H
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_(BYE U 2 HND ENE ATHETLE HOlss AR

FMEAS| A|XHE 2 SHIE ‘1% B E9| £l

o [ = =

| M
-> O] & B E (failure mode)g 7|=02 Mzt

Causal factars
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Failure Mode and Effects Analysis

_F_l\_/iEA worksheet

l |
FTA l{ .l. System: (1) Subsystem: ( 2) —
| [ b | Failure | Failure] Causal | Immediate] System | Method of [ Current [, . T o [Recomm
| | o Causal factor
l |
l |
F M EA * ) Item » Failure Mode | - Effect » Hazard/Risk
l l - Immediate
| l - System
l I =
HAZOP ¢ . | - --
I
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— |IEEE 379, "IEEE Standard of single failure criterion”
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— RIL 1002, “Identification of Failure Modes in Digital Safety Systems — Expert Clinic Findings”

« CHYDH failure mode=0f i 24 E1A

Analysis of portions of systems in IEEE 379

1. Interconnections between redundant channels

CHE MEate| ¢ F
2l (data logger, test

H 3}

T

—

circuit £)
2. System logic System 7| &
. . o - = I n ‘ Cailira Mada ‘ Claharatinm ‘ Damarba/Mannin~
4. Electrical power supplies Ty 2E 24
- . o ID Failure Mode Elaboration Remarks/Mapping
5. Auxiliary supporting features HE A2EH 2H 24
KA | No outout upon demand Includes no change in output —A2
6. Sensing lines Sensor #&H 24 ' putup or no response for any input :
____________________________________________________________________________ K.2 | Qutput without demand e.0.. Unwanted response =A3
. . . Failure modes in =A2
Analysis of portions of systems in IEEE 379
y P y RIL 1002 Includes:
K3 OUtDUl valueSutaarect Incorrect response to input or . ]
Interconnections between redundant channels  K.8 (K.9) set of inputs * Value too high or too low;
. Value stuck at previous value,
System logic K.1, K2, K3 eg: ON, OFF
K4, K5, K.6, K7
. ) Too early;
EleetﬁeaJ—pewer—s&ppHes K.4 | Qutput atincorrect fime =A1
Too late.
error).
Sensing lines - Could be caused by

)
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hardware, (e.g. single-bit
hardware fault caused
Amazon S3 system failure in

2008). [30)
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« 7|E9] failure modeE =450 7tE|112|3}
- R &2 21} B0 XM= failure modeE CHe HEHEQS| AHif ZL =0 Fol5tn US
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HIM A Ol ATZEQ|0| 7|H A|AHIO| EXIS QI =7} LHE Tt
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Failure Mode

O 0O ~NOoOYUTL DA, WN =

No output upon demand

Output without demand, unwanted response
Output value incorrect

Output at incorrect time

Output duration too short or too long
Output intermittent

Output flutters

Interference

Input failure

No input is inserted

Input value incorrect

Input at incorrect time or duration
Physical failure of component
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— Hazard analysis results of HPCl RCIC Governor Design in EPRI “Hazard analysis method for
digital instrumentation and control systems”
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main control room and remote
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Failure Modes

Output fails offscale low

Shutdown panel flow indicating cont output fails offscale high

rollers

Hand-Switch

magnetic pickup

24 VDC Power
Positioner

Steam admission valve limit switch

Governor program interface

Governor

Resolver Feedback

24 VDC Power

0 LABORATORY

output fails as-is

fail open

fail closed

output fails offscale high
output fails offscale low
excessive drift

voltage below specification
voltage above specification
shorted output

Open input

fail open

fail closed

inadvertent logic change
output fails offscale high
output fails offscale low
output fails as-is

output high rate of change
output fails offscale high
output fails offscale low
inaccurate signal

failed mechanical connectio

n between actuator and go
vernor valve

voltage below specification
votage above specification

e
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Template No.

3, 9-1
3, 9-1

W wwwo wwo=NuUu

9-2

3, 9-1
3, 9-1

Failure Mode
| (2™ o]
| (2%dX] 0|3t
ON AE{ 1%
OFF ME{f D%
=3 OFF
Z3 HIGH
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Close 1%

Open 1%
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— Failure criteria ¥ A|ZE £
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« AAX{ software-based control system2| system

A A1rE 0|82t case study ==
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